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Top Tips for Law Firm Security

Security Best Practices

Security Terms Links to Password Managers
Multi-Factor Authentication: 1. 1lPassword
e Three pillars of multi-factor e 10% Discount for <20
authentication employee firms click here.

o Something you know, a e Discount for 20+ employee
password firms - fill out this form.
something you have, a key 2. Keeper
something you inherently are, 3. Zoho Vault
biometric ie. fingerprint 4. BitWarden

Two Factor Authentication: Review on Endpoint Protection
e Uses two of the above factors. The Many endpoint protection software
idea is that it should be harder to companies annually compete to take the top
steal two different factors than to spot on the prestigious Gartner review. You
steal one. can compare the results to best suit your
Unique Password: firm here.
The Cybersecurity and Infrastructure Figure 1: Magic Q for Endp P
Security Agency under Homeland Security
provides some great tips for creating and e
managing secure unique passwords you can S
review their advice here.
@ Trend Micr
Common Attack Article e
This 2022 study shows only 50% of small e
businesses have a cybersecurity plan in ST e
place. gl P
Park Mobile Breach Article s . e
Brian Krebs is a well-respected ) 0e® iery ) @
cybersecurity author that provided further 3 | Check o Sotu Tecrloges
insight into the Park Mobile breach here. g Penda Secsity @
Authenticator AppS h COMPLETENESS OF VISION > As of May 2021 ® Gartner, Inc
e Google Authenticator e
e Microsoft Authenticator Clio Security
e 1Password e Setting Up 2FA

e 2FA on Clio Mobile App
e 2FA Backup Codes



https://www.cisa.gov/sites/default/files/publications/MFA-Fact-Sheet-Jan22-508.pdf
https://www.cisa.gov/uscert/ncas/current-activity/2018/03/27/Creating-and-Managing-Strong-Passwords
https://upcity.com/experts/small-business-cybersecurity-survey/
https://krebsonsecurity.com/2021/04/parkmobile-breach-exposes-license-plate-data-mobile-numbers-of-21m-users/
https://support.google.com/accounts/answer/1066447?hl=en&co=GENIE.Platform%3DiOS&oco=0
https://support.microsoft.com/en-us/account-billing/how-to-use-the-microsoft-authenticator-app-9783c865-0308-42fb-a519-8cf666fe0acc
https://support.1password.com/one-time-passwords/
https://1password.com/teams/pricing/ca/?utm_source=google&utm_medium=cpc&utm_campaign=10583479417&utm_content=449604341467&utm_term=1password&gclid=CjwKCAjwm8WZBhBUEiwA178UnCZLqYVJOd95iBT95xjWOzlLHnjPafQr6X5wS6TsDhxLR_wvmnwaARoCB4YQAvD_BwE&gclsrc=aw.ds
https://start.1password.com/sign-up/business?l=en&c=CLIOCONF
https://1password.com/contact-us/?utm_ref=CLIOCONF
https://www.keepersecurity.com/
https://www.zoho.com/vault/
https://go.bitwarden.com/password-management-for-business-teams-organizations/?utm_source=google&utm_medium=cpc&utm_campaign=AW_USCA_NU_CL_Bitwarden_en_GSN_DTMB_Brand_KW:Brand_Exact&utm_content=591476247789&utm_term=bitwarden&hsa_acc=2567950947&hsa_cam=10358965841&hsa_grp=103286805535&hsa_ad=591476247789&hsa_src=g&hsa_tgt=kwd-947848666764&hsa_kw=bitwarden&hsa_mt=e&hsa_net=adwords&hsa_ver=3&gclid=CjwKCAjwm8WZBhBUEiwA178UnCAi-MbbhtY7sg6obBTPOWL-gsCOUleyWzRg26ALaSmnMdjQ3kY0tBoCZjQQAvD_BwE
https://www.gartner.com/reviews/market/endpoint-protection-platforms
https://support.clio.com/hc/en-us/sections/201781927-Clio-Security
https://support.clio.com/hc/en-us/articles/4415874710171-Two-Factor-Authentication-2FA-
https://support.clio.com/hc/en-us/articles/360009900994
https://support.clio.com/hc/en-us/articles/360002102354-How-to-use-Two-Factor-Backup-Codes-to-Access-Clio

